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Introduction

One of the most powerful items in your own financial tool box is information. We
all know the Web is an amazing source of information -- it’s easy to access and has the
potential to provide us with a wealth of data for personal finance (and other) decisions.
What we don’t always know, however, is how to tell the good information from the bad.
Effectively using the Web to help answer important personal finance questions requires
care and a good dose of skepticism. Most financial web sites are commercial -- they are
trying to sell you something! The standard warning applies: “Buyer beware!” You
should view most commercial web sites like you view Infomercials on TV — there can be
some good information as long as you understand any underlying bias. This chapter will
help you maximize the internet as a financial tool. We will provide you with a simple
system for evaluating the quality of web sites, especially as they relate to personal finance,
and will alert you to safe practices on the internet.

This Chapter is presented in five parts. In Part I: Web Basics for the Less
Experienced, we begin by explaining how to read a web address and how to effectively
use search engines and their advanced features effectively. Most of you will only need to
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skim this beginning material. In Part II: Selecting & Evaluating Web Sites, we then
develop our RITE® set of criteria to assess the quality of web sites. In Part III: Doing it
RITE® -- A Step-by-Step Guide, we walk you through how to do a RITE® evaluation and
illustrate how the system can be used by evaluating a popular site on credit card deals.
Part IV: Citing Web Sites & Using Web Directories outlines how to cite web sites and
provides a discussion of a high-quality directory site that can provide you with a quick-
and-easy method for finding sites that have passed a solid preliminary screening by a non-
commercial entity. Finally, Part V: Protecting Yourself & Your Computer concludes
with a summary of how you can protect yourself from the potential dangers of the Web.

PART I: WEB Basics for the Less-Experienced

. _________________________________________________________________________________________________________________|]
How to Read a Web Address
Do you know what each section of the follow web addresses is telling you?

http://www.federalreserve.gov/pubs/shop/default.htm

https://flagship.vanguard.com/VGApp/hnw/HomepageOverview

If so, you can skip this section and go to Part II: Selecting and Evaluating Web
Sites Using the RITE® System. If not, then you need to read this section.

The table below identifies the anatomy of a web address. The unique address of
every Web document is called a URL (Universal Resource Locator). The first portion of
a URL (the part that appears before the ://) tells you what protocol is being used to transfer
information to your computer. The page below, and most pages you will view, uses the
familiar Attp protocol (Hyper Text Transfer Protocol) to transfer files from web servers
into your web browser (e.g., Internet Explorer). The http protocol is not secure and you
should never give sensitive personal information or financial information on web sites
using this protocol. When making purchases or carrying out other financial transactions
always be sure that the site you are using is using the https:// protocol. Sites using the
https protocol use a Secure Socket Layer (SSL) protocol to transfer data. To make the
transfer secure, the SSL protocol uses a cryptographic system with two keys to encrypt
data — a public key known to everyone and a private or secret key known only to the
recipient of the message.

The domain name of a site, which occurs right after the protocol indicator (e.g.,
after http://), provides you with important information allowing you to quickly assess the
nature of a site before you actually open it. The part of the domain that appears before the
period in the domain name gives the name of the computer that is placing the material on
the web (called a server in Internet parlance). In the example below, the server is the
library (lib) of the University of California at Berkeley (berkeley). The top level domain,
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which occurs after the period in the domain name, tells you the purpose, type of
organization or geographic location of a web site. In the example above, the top level
domain is .edu. Only educational organizations have .edu domains so you know that an
educational institution is placing the material on the web even if you weren’t able to
identify the server.

In the US, common domain names, in addition to .edu, are .gov (indicating that a
government agency is placing the material on the web), .com or .net (indicating that a
business is placing the material on the web), and .org (indicating that a nonprofit
institution, a research organization or an individual is placing the material on the web).
Outside the US, domains indicate country: ca (Canada), uk (United Kingdom), au
(Australia), jp (Japan), fr (France), etc.[1]

Domain Name .

Pmt?:o' (Computer the File is on Nacrln_e °:.If'le’
5(-,;3“ and its location on the :)r:te::iolne
ft: Internet) Path or directory on the

p:// or computer to this file (often
https:// Top P ending in
(secure |[server Level .html or
web site) . .htm)

Domain

http://  [www.lib.berkeley|.edu/  |TeachingLib/Guides/Internet/|FindInfo.html

Source: http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/Glossary.html#URL

How to Find Web Sites Using Search Engines

There are two basic ways to identify high-quality web sites that can help you
answer personal finance (or other) questions: (1) using a search engine such as Google
or Yahoo and carefully evaluating the quality of the sites that appear in the search results,
or (2) using a high-quality, independent, non-commercial directory of web sites. Most
people begin their inquiry with a search engine, and we will start there as well.

First identify a couple of unique words related to the personal finance question that
you have. For example, if we were interested in finding the best credit card deal, we
could use the words credit cards or credit card rates. Type these words into a high-quality
Search Engine[2] such as Google (http://www.google.com/), Yahoo! Search
(search.yahoo.com) or Ask (http://www.ask.com/).

To get the best results from a search engine, find one you like using, use that one
consistently, and take advantage of its advanced search features. All good search engines
should have an advanced search feature. The advanced search allows you to limit your
results to a particular domain (.edu, .org, .gov, etc), find sites that have been recently
updated, or combine your search words in a different way. Searching for credit cards or
credit card rates as a phrase instead of individual words will yield fewer, but perhaps
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better, results.  Let’s try searching Google[3]
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for credit card rates as words and as a

phrase. We can either go to the Google advanced search page or put our words in quotes.
When we did this on August 30, 2007, our internet browser looked as follows:
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When we hit enter after typing credit card rates

as words and in quotes as a phrase (on

August 30, 2007), we obtained the following pages:
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Note that although the first page of search results appears identical for each
search, the number of results has dropped dramatically from over 34 million to 324, 000.
Searching for a different topic may yield different initial results. Note also that the sites in
the box at the top of each page, as well as sites in the column on the right are Sponsored
Links. Such links are paid for and are primarily interested in selling you something.
They can contain good information, but their primary goal is to sell you something, not to
provide you with unbiased information. The items appearing below the sponsored links at
the top are the actual search results. These sites are your best bets for obtaining unbiased
and useful information from the search.[4] However, these sites have not been evaluated
for quality; so you will have to do your own independent evaluation of each site, which
you will learn to do next in Part II.

Quickly browse the domains of the sites that appear in the unsponsored search
results — most have a .com domain, indicating that such sites are commercial. However,
one site on the first page of both Google searches has a .gov domain, indicating that the
site is a government site, in this case the Federal Reserve (the US central bank). If you
can find a .edu or .gov domain in your search results, it is probably a good idea to begin
there. Such sites are not perfect, but their primary goal generally is to provide
information, not to try to sell you something. The .edu and .gov sites will provide good
comparisons and credibility checks for the commercial sites. In fact, .com sites that
disclose their sources of information and provide links to .edu and .gov domains are often
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more credible than sites that do not identify their data sources or that have only
advertising links.

A trick that we often use, when we want information that does not have a
commercial focus is to limit the search to .edu or .gov sites. This is easily done by adding
site:edu or site:gov after your search or by using the advanced search feature of your
search engine. On Aug 30, 2007 when we did this, we obtained the following listings
from Google:
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Clicking on the Federal Reserve link highlighted in the .gov search results above, we
obtained the following page:
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The Federal Reserve Board

Shopping around for a credit card can save you

unons‘ng a money on interest and fees. You'll want to find
= one with features that match vour needs. This
amnn eam information can help vou

® Understand the features of credit cards

B Compare credit card features and costs

B Know your rights when using vour credit card

® File a complaint if vou have a problem with
vour credit card

How will vou use vour credit card? How do I find information about credit cards?
What are the APR=? What are vour liability limits?

How long is the grace period? What can vou do about billing errors?

How is the finance charge calculated? What if the item vou purchase is damaged?

What are the fees? o . .
Complaints involving credit cards

Checklist for comparing credit cards

What are the cash advance features?

How much is the credit limit?

Survey

What kind of card is it?

Does the card offer incentives and other features?

This looks like an excellent place to start the search for a good credit card deal. If you are
pressed for time, you can start here. However, whenever possible you should assess the
quality of all sites before you use them. This is particularly true of .com sites.

If your searches do not uncover a relevant .edu or .gov site, you may want to start
your search with a .org site. Sites with a .org domain are quite diverse. Many .org sites are
run by noncommercial organizations, including nonprofit and nongovernmental
organizations (such as credit unions), philanthropies, charities, religious organizations,
educational and cultural institutions, arts organizations and sports clubs. However, anyone
can buy an unused .org domain name. To verify the owner of the domain, you should go
to one of the Domain Research Service Sites such as http://www.internic.net/ (an
affiliate of the U.S. Department of Commerce) or http://www.whois.net/ . These sites
provide domain name registration information across all of the top level domains,
including .org. Information about entities with .org domains is drawn from the Public
Interest Registry (PIR), the not-for-profit organization that manages the .org domain and
maintains the database of all .org Internet addresses. (In checking out .org sites, you could
also go directly to the PIR site, http://www.pir.org/ and use its Whois search.)

For example, http://www.bellco.org/ was on the first results page of both our
Google searches. If we go to http://www.bellco.org we learn that this is the Web site for
the Bellco Credit Union. Go to http:/www.internic.net, click on Whois and type
“bellco.org” into the search box. After clicking on the Submit button, we learn that the
bellco.org domain name is owned by Open Technology Solutions in Colorado. The
physical address, phone number and emails for the credit union also are listed. This site
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might be worth pursuing, but might also list services only available to members of the
Bellco Credit Union. If smith.org had shown up in the search results, PIR would indicate

that smith.org is owned by an individual who lives in Atlanta, GA — obviously a site not
worth pursuing!
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PART IlI: Introducing The RITE® Evaluation System

The RITE® Evaluation System

Knowing the importance of the internet when making personal finance decisions,
we have employed several different sources[5] to develop the following RITE® criteria:
Relevance, Identity, Trustworthy, External Links. We recommend you use the RITE
system for evaluating web sites that you are considering using to make important personal
finance decisions.

Relevance Does the site readily provide information that can help you answer

the question you are asking? Is the site easy to use? You should be
able to answer this on the Home Page. If the answer isn’t
immediately available and/or the site isn’t easy to use, move to the
potentially next-best site listed in the search results.

Identity Can you easily identify the entity that placed the material on the

web? (Who owns the site, what is the organization’s physical
address, phone number, email address, etc.)? You should verify the
owner of the domain in a Whois Domain Research Service Site
such as http://www.internic.net (an affiliate of the U.S. Department
of Commerce) or http://www.networksolutions.com. If you can’t
identify who put up the web site, or find a legitimate identity (e.g.,
the domain owner seems unrelated to the Web Page content or
appears to be a one-person shop located in a basement somewhere),
this is probably not a site you want to use!

What is the organization’s purpose or mission? If the site is
commercial (i.e., has a .com or .net domain), how does the owner of
the site make money? Look for an About us, Contact Us or Site
Center link on the site’s home page.

As elaborated later under Part V: Protecting Yourself, verifying
site identity is especially important if (1) you plan to submit
personal data through the website, or (2) you are considering
opening a site that has been sent to you (e.g., an external link sent
via email) from an unknown or unreliable source. To protect
yourself from potential fraud/identity theft, and to protect your
computer from hacker’s viruses (often sent through email links),
you should verify both the site’s identity and security (see
“Trustworthy” next).
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TI‘llStWOI'thy Can you trust the information on the site, and can you trust the
site’s security with your personal information?

Security. If the site is asking for information about you, does it
have a credible Privacy Policy and is the site secure? Look for the
https transfer protocol, a key or closed padlock at the bottom of the
web browser screen and/or the VeriSign Secure Site medallion (see
below). If these are not readily visible, you should click on the
site’s Privacy Policy where you should find that the site uses the
SSL protocol to transfer data. Recall that SSL transfer protocol is,
essentially, an “eavesdropping” protection mechanism that prohibits
anyone else from accessing your data as it is transmitted over the
internet to the web site’s organization. Once your personal data
reaches the organization, that organization is responsible for
protecting it from hackers, which is why it’s important to read their
Privacy Policy and understand what they do with your data.

VeriSign "‘.I
Secured
A

WERIFY ¥

As discussed further under Part V: Protecting Yourself, the internet
is full of fraudulent people seeking to steal your money, typically
by trying to obtain key personal information from you such as
account numbers, passwords, social security number, birthdates,
etc. (called “phishers”[6]). In addition to scam emails, they create
spoofed websites which appear to have padlocks and/or VeriSign
medallions -- it is important for you to verify the site’s security &
identity and protect yourself from potential fraud! To double
check, click on the padlock icon on the status bar or on the
VeriSign medallions to see the security certificate for the site. The
security certificate should have the name matching the site you
think you're on. If the name differs, you need to check out the
organization that handles security for the site. If the VeriSign
medallion or padlock icon isn’t displayed on the home page, you
can also right-click on the site’s tool bar and then click on
“Properties” or “View Page Info” (depending on which internet
browser you use), and you’ll be able to then click on “Security” to
see if the site is protected.

Many home pages, however, use the Attp protocol and do not switch
to the Attps protocol until you actually are asked to submit personal
information (e.g., giving credit card information when processing
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an order on Amazon.com, for example). Always check for a
security certificate before submitting personal data. Never give any
personal data over a website without a security certificate — you are
probably on a spoofed website. Leave immediately!

Accurate/Credible Information? Does the site present current,
accurate information related to the question you are asking? You
should be able to easily determine the date on which site data and
material was last updated. You can right click at the top of the page
and view “properties” (in Internet Explorer) or “page info” (in
Firefox) to see the last date the site was updated. Credible sites
should clearly date material when failing to do so could mislead the
user. Does the material provided appear objective and unbiased? Is
the entity that published the material competent to provide the
information you need? What credentials or experience do the
principal employees of the entity have?

While you can obtain a good deal of the information needed to
verify the credibility of a web site by browsing the web site, you
should not rely entirely on information on the web site because it is
often not objective. If you can, you should ask your favorite
librarian about the site. Librarians are information specialists and
most know a great deal about web sites. If you can’t contact a
librarian (remember that many librarians can be contacted by
email), you can paste the URL for the site into http://www.lii.org/
(Librarians’ Internet Index). The Librarians’ Internet Index (“lii”)
screens sites using a rigorous set of criteria.[7] Expect the sites
listed at lii to be like the books in your local library—the real trash
has been screened out. However, there may still be a lot of things
not worth “reading.” If your site shows up on the lii site, it has
been judged to have useful material by librarians. Be aware,
though, that the lii does not judge a site’s security — you should do
that yourself! In addition to the Librarian's Index to the Internet,
check your local library to see if there are other tools the library has
that can be used to evaluate web sites.

External
Links

Are the links on the site relevant and up to date?

In some internet browsers (e.g., FireFox), you can just right-click
on a site’s tool bar at the top, select “View Page Info” and then
click on “Links” to see a list of all the links on that page. For .com
& .org sites, you would like to see links to high quality sites (often
.gov and .edu sites). Sometimes .gov and .edu sites only have
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internal links (links to other pages of their own web siet). While this
is not as helpful as it might be, it is not as worrying as .com and
.org sites without links to web sites other than their own.
Government agencies and educational institutions often are sources
for objective information rather than sites trying to sell you
something or convince you that a particular position is the right
one.

Who links to the site?

To learn what other sites link to the site you are evaluating, you
can type link: followed by the site’s URL (e.g., link:
www.google.com) in Google to find out who links to the site.
(Note: you must have a space between link: and the URL for this to
work.) Are there any independent sources of information linked to
the website (e.g., government or non-profit organizations)?

Identifying comparable web sites

In many instances, the external links can provide you with names of
“comparable” web sites --- sites that also could provide you with
information relating to the question you are asking. This is
especially true of .gov and .org sites. In addition to being alternate
sources of information, comparable sites are a good litmus test for
checking the validity and credibility of the web site you select to
use. Many commercial sites, for obvious competitive reasons, may
have few or no links to purely comparable sites. If you are
interested in further identifying comparable sites for such .com
sites, you can go back to the original search results.
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PART lll: Doing it RITE® -- A Step-by-Step Guide
|
The RITE® Steps

Because the web is dynamic and sites change over time, all RITE® evaluations
should include the date on which the evaluation was completed. Furthermore, it is a good
idea to reevaluate your most frequently used web sites at least once a year. They may
have changed substantially because there is a new owner, a new business plan or the
original site that you were using has either gone out of business or sold the URL.

To help you navigate through your own site evaluations, we have developed nine
steps outlined below as a guideline. As you complete each of the steps, you should
summarize your findings in a concise format that is easy for you to both use and reference
at later times. We recommend using a table format, which is how we present our RITE®
evaluations; our standard table appears at the end of the nine steps.

(1) See if the page seems to have the type of information you need (Relevance). 1If
not, go on to another site.

(2) If the site seems to have the information you need, go to its Home Page. (Note:
if there is no link to the Home Page, you can get to the home page by removing
all material in the url except the protocol indicator (e.g., http://) and the domain
name (e.g., bankrate.com).

(3) Look for a link or tab entitled "About us" or "What We Do." Click on the link.
Does the goal of the site seem to be related to your needs? Who supports the
site? Is this type of support likely to lead to Trustworthy information on your
topic? Does the mission statement say the organization is nonprofit, unbiased,
nonpartisan, or similar terms? (Relevance, Trustworthy)

(4) Look for a link or tab entitled "Contact us." Is there complete information (e.g.,
street address, phone, email)? Is the Identity of the site clear?

(5) Right click on the top of the Home Page & select “Properties” (in Internet
Explorer or “Page Info” (in Firefox). When was the page last updated? Does
the site appear current? Recall from step #3 and the site’s “About Us” — does
the organization (or people) behind the site appear to be credible?
(Trustworthy)

(6) Find out what web sites the Home Page links to (outgoing links) and what web
sites link to the web site you are considering using (incoming links). (External
Links)
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Outgoing Links

Links on the Home Page -- Are there links to other sites (e.g., .edu, .gov & .org
sites) that you trust? You can find out by clicking on the links on the Home
Page. However, if you are using Firefox or another browser that support this
feature, you can do this more quickly by right clicking on the top of the Home
Page & selecting “Page Info”. Click on the links tab on the “Page Info” and
you will see the URLs for all links on the Home Page. Look at the URLs for
these links. Are there links to pages outside the site? Are the outgoing links to
sites that you trust?

Incoming Links

What web sites link to the site that you are considering? In the search box of
your internet browser, type: ‘link:” followed by the URL for the site’s Home
Page (e.g., link: www.sec.gov. Note there must be a space between “link:” and
“www”). How many sites link to this site? What type of sites are they? Are
they trustworthy?

(7) If the site asks you for any information or if it has lots of advertisements, check

the site’s privacy policy and check to see that the https:// appears on the page
where you are asked to provide information. (7rustworthy)

(8) Type the name of the organization in the Librarians' Internet Index

(http://www.lii.org/). How many listings are there? Are the listing under the
headings related to your topic? Read a few of the listings — do they seem to be
related to your topic? (Trustworthy)

(9) Finally, if you plan to use the site a great deal, ask a librarian for her/his
opinion of the site. (Trustworthy)

We recommend you summarize your RITE® evaluation findings in a table similar

to the following:

Evaluation of <Name of Site> Web Site (<Date of Evaluation>)

Relevance:

<Your comments>

Identity:

<Your comments>

Trustworthy:

<Your comments>

External Links:

<Your comments>
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Examples of Using The RITE® Evaluation System

To illustrate how the evaluation system and nine steps work, we evaluated the first
non-sponsored site provided in the original Google searches in Part I above:
bankrate.com. The first thing to notice is that the site is commercial (note the .com
domain in the URL). The second thing to note is that our evaluation was carried out on
May 2, 2007.

Step (1): See if the page seems to have the type of information you need (Relevance). If
not, go on to another site.

We typed bankrate.com in the address box of our web browser (e.g., Internet
Explorer, Firefox, etc.). The home page of the site appeared, and is shown below:

Inside: Line of credit | Money market accounts Adv: Geta $300,000 loan for $875 a month

5 Insurance
Finance

Property State Existing Mortgage Balance
Get Low Rafe Mortgage Quotes |Iieizmms v|  [s250000 v TR
Shop our network of competing lenders. Loan type Cash out e

Refinance v $25,000 Y| @B (O buidelelenderscom

BANKRATE.COM

News, tips and advice to compare mortgage rates, home equity loans, CDs, car loans, credit cards and money market accounts

CREDIT

Loan application makes

you a ‘trigger lead’
a8 The credit bureaus will sell L 3 SR KRR
your information to competing S30K HELOC d1  7.55% 7.68%

| Home Equity

lenders when you apply. Like £50K HELOC L 7.33% 7.46%
it or not, calls will flood in. $30K Home Equity Loan i1  8.26% 8.26%

More top stories 550K Home Equity Loan il B.06% B.06%
+ Rates slide for | bond, Series EE $75K Home Equity Loan 1 7.87% 7.B6%
= + Retirement: the big disconnect

# Down payment savings strateqy

CALCULATORS SPOTLIGHT

Compare rates from Certificates of deposit In the news:
martaanes tn home souity Earninne +n tha nannur SPECIAL SERIES A iamiim b min i e

Compare home equity rates in your area

If you look at the second row of tabs at the top of the home page, you will see that
one tab is named credit cards -- click on that. As you can see below, the page that appears
seems to have just the information we need. We rate the site “A” in terms of Relevance
— it appears to have information on credit card rates. If a site does not receive a grade of
“A” or “B” in terms of relevance, it is probably not worth evaluating the site further — just
go on to the next site in the search results.
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News & Advice

Sy

Compare Rates

D
Investments
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Adv: Compare & Save on Morks

Calculators

+ 0% Introductory Rates « Student Credit Cards

Select Your Card Type: Balance Transfer Fee/No Fee

+ Reward/Rebate Cards ~ + Bad Credit / No Credit lscet:tm e ¥ [NoFee o
Busi redit Cards Low Ongoing Rate £
- siness Credit Ca = Low Ongol S 0% APR =

Compare credit card offers and

rates in just a few simple steps.

Choose the type of credit card you want below:

- Low interest credit cards
- No annual fee cards

- Secured credit cards

- Airline mile cards

National credit card rates

TYPE FIXED B

Standard
Gold
Platinum

13.44%

11.62%

10.23%

Chart: Credit card national averages

Track the prime rate and other leading rates

- Compare credit card rates in your area

- Rewards cards

SPECIAL SERIES
Financial Literacy

Part 2:
Credit cards & you

* Drowning in debt
* Mo mere late fees
* 3 ways to boost ecore
# Credit cards for seniors
-

A happier, debt-free life

Sponsored by DISCLVER

Step (2): Since the site seems to have the information we need, we return to the Home

Page.

Step (3): Look for a link or tab entitled "About us' or "What We Do." Click on the
link. Does the goal of the site seem to be related to your needs? Who supports the site?
Is this type of support likely to lead to Trustworthy information on your topic? Does the
mission statement say the organization is nonprofit, unbiased, nonpartisan, or similar

CALCULATORS
How's your credit?
Find your FICO score.

Budgeting calculator
Your monthly expenses.

Paying the

- =dvertisement -

E Credit card blog

+ Plastic Rap
The latest news and
comments about cards

The Discover®

Card

Know the consequences.

Real cost of debt
What does a loan cost?

Pay it off
What will it take?

VIEW MORE CALCULATORS

terms? (Relevance, Trustworthy)

On the Home Page of bankrate.com we see there is a lot of material. We scrolled
down to the very bottom of the Home Page and found an “About Bankrate” hyperlink and

—— TEMUSTDOS
FOR CREDAT CARD SHOPPERS

1. Learn smart ways
to use credit.
Turn the table on high
interest and put credit
cards to work for you.

Choass from multiple designs!

a “Contact Us” hyperlink link (in very small lettering). See below:
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Samples: [Newsietters] [Alerts] Bankrate's 2007 Guide to Retirement
IEnter =-mail to =subscribe wWe help young folks get in gear, middle-age follkks mowe into

m owverdrive and retirees coast through this fun life phase.

How to protect a home against "lock bumping’

BAMNKRATE & cheap piece of plastic and an easily obtained blank key are
BY THE NMUMBERS all that a burglar needs to defeat the average lock. ADVERTISING PARTNERS

steps for stolen ID Get new home inspected before warranty runs out
MNew-home owners shouldn't rely only on a builder's inspector
and a warranty that a house was built flawlessly.

Free Mortgage
Interest Rate

Quotes

f
steps before bankrupicy

tips to cut commute costs

How to design an efficient kitchen
Revamping your kitchen should first be a practice in
homeowner tax nmvths practicality. Here's how to decide what works in your space.

Iwanta 5150k loan

for 5450/mao.
twvpes of credit cards
steps to best loan

More personal finance news » E-LOAMN - Fast, Easy

and Affordable

(o]
(2]
o
@ savings tips for S0-plus
(5]
4]
©

Get alerted to upcoming features:

New research, monev guides, tax tips, personal finance, financial literacy Bankrote 22D Your Mortgsge
EE subscribe: R55 feads. Belect

Pavments Low

- advertisement -

Save up to $1000 on your loan* |Murlgage nmuum:_l |In'teres‘t Rate: =
50,000 - Selact - Sele
- Refinance Your Mortgage - 15 or 30 Year Loans $50, Blec Bonboute ‘Iefpat@
- Equity Loans - Interest Only Loans Term: Monthly Payment:
- Home Purchase Loans - Low Fized Rates [30vear fixed =l [s | *elick for datails

News & Advice | Compare Rates | Calculators

About Bankrate | Privacw  Online Media Kit | BPartnerships | Inwestor Relations | Bress/Breadcast | Contact Us | Sitemap
MASDAQ: RATE | RSS Feeds | Order Rate Data | Bankrate Canada

* Mortgage rate may include points. See rate tables for details, Click here.
* To see the definition of ewernight averages click here.

Bankrate.com & , Copyright @ 2007 Bankrate, Inc., &ll Rights Reserved, Terms of Use=.

We clicked on “About Bankrate.” The page that appears describes bankrate.com
as “the Web's leading aggregator of financial rate information.” At the bottom of the page,
we found a physical address (in North Palm Beach, FL), a phone number and a fax
number. In the far left column, we clicked on “Who We Are.” A page with information
on the officers of the company appears. If you click on “Investor Relations” (also in the
far left column on the “About Bankrate” page), you learn that the company is listed on the
NASDAQ stock exchange and that it makes money by selling advertising on its web site.

Step (4): Look for a link or tab entitled "Contact us." Is there complete information
(e.g., street address, phone, email)? Is the Identity of the site clear?

Although we already saw the company’s address and phone information on the
“About Bankrate” page in Step #3, we also clicked on “Contact Us” (in the far left column
on the “About Bankrate” page). The page that appears gives an email form for you to
contact the company, as well as directions and a map to Bankrate’s North Palm Beach
headquarters.

Based on Steps 3 & 4, we give bankrate.com a grade of “B” on the Identity
criterion. All of the information needed to identify bankrate.com and its employees was
available but it was somewhat buried in the site. If a site is not an A or a B in terms of
Identity, it is probably not worth pursuing further.
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Step (5): When was the page last updated? Does the site appear current? Recall from
step #3 and the site’s “About Us” — does the organization (or people) behind the site
appear to be credible? (Trustworthy)

Returning to bankrate.com’s Home Page, we right click on the top and select
“Page Info” since we are using Firefox. We learn that the site was last updated the date of
our evaluation (May 7, 2007). The news articles on the Home Page were up-to-date,
including articles on financial events that have occurred during the day. We returned to
the “About Bankrate -Who We Are” page to look at the credentials of the officers of
Bankrate.com. The President/CEO has taken a number of internet companies public and
has a background in publishing. The Senior Vice President of Finance is the former Chief
Financial Officer, and is a Certified Public Accountant who has worked for a number of
Southeast Florida companies. There is no Chief Operating Officer. These credentials are
not very impressive for a financial site.

We already know the site is trying to sell us something (they make their money by
selling advertising), so we recognize that it can’t be completely objective. But is it
accurate? We decide we need to further evaluate the site’s accuracy, so we first look at
the mortgage rates advertised at the top of Bankrate’s Home Page (on May 7, 2007). The
mortgage rates advertised by Bankrate.com were 5.77% for the previous two weeks.

We decided to check the accuracy of the 30-year fixed mortgage rate given. This
required that we identify the source for objective information on mortgage rates. To do
this, we typed “30-year mortgage” into Google. We found a May 3, 2007 msnbc article
that indicated that Freddie Mac (a government sponsored housing lender) data showed
that the average 30-year, fixed-rate mortgage rate was 6.16% for the past two weeks. For
further verification, we checked the Freddie Mac site (http:/www.freddiemac.com/) and
confirmed the 6.16% rate cited in the msnbc article. Bankrate.com receives negative
points for accuracy, and raises potential suspicion — one has to ask if bankrate.com is
trying to draw you in with mortgage rates that are below the actual rates currently
available in the marketplace.

Somewhat suspicious now, we return to Bankrate.com’s Home Page and click on
the “Credit Cards” tab. On the right-hand side of the page (under the advertisements) we
found a box of the weekly averages for National credit card rates; we clicked on Platinum
and the following appears (accessed May 7, 2007):
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Bankrate.com 7

News & Advice Compare Rates | Calculators

Compare The Best Credit Card Rates

- advertisement -

Compare and apply for

Advanced credit card search

If vou want to select a state, do so here.

[National =1 Go | top rated credit cards!
i vt Select the card type you want.
| Best deal - pay off monthly =] Low Rate: Im

What e of card do you want? Reward or Rebate: ICash Back 'I
IPersonaI Cards 'I

Bad or Mo Credit: IUnsecured VI

Choose a class of card, Gold, Platinum, etc. .
I Platinumjtitanium cards VI Student: IL‘“" Rate :l'
Other Card Types: m
How many cards do you want displayed?
[10 cards =] | Search For Cards |
CardRatings.com

Wrnaar Soansean o Crametid el s manine —

We ignore the advertisement box on the right, and clicked on “Next” under the Advanced
Credit Card Search (in the left-hand box). Over 30 different Platinum credit cards were
listed, the top four of which appear below (accessed May 7, 2007):

Credit Card Rates for US : Platinum : Personal : Best deal - pay off monthly

PURCHASE
CREDIT LATE/ PURCHASE CASH CASH
CREDIT CARD CARD PURCHASE ANNUAL OVERLIMIT GRACE ADVANCE ADVANCE FEES &
INSTITUTION  TYPE CLASS  APR* FEE FEE DAYS APR FEE CONDITION
Simmons First 7.25% 25 days
) Personal : %29 11.25% More
MNatl Bank - —
R Platinum . $0 %29 fro_m F 3%/$4-$50 Infermation
billing
I Q,
Capital One@® Personal /-23% $35 259375 yq 7m0 . More
Platinum: MasterCard . v %0 from 3%,/%5 min )
. Platinum $29 -~ v Information
Prestige billing
Farmers & - -
. g ays
Mechanics MasterCard Personal F %0 $39 fromv EE 3%,/%$10 min —
Bank Platinum 339 - E Information
billing
o
o,
SunTrust Bank Vies Personal 9'19 e - $39 2%2?;” 23.24% o o0 More
Platinum 339 billing W = Information

We were able to verify all the Purchase APR rates (i.e., the interest rate charged if
you don’t pay for your purchases by the card’s payment date) and fee information for the
Simmons First, Capital One and SunTrust Bank Platinum cards from their respective
websites. The Farmers & Mechanics verification required a phone call and the bank
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representative would not disclose rates unless we were filing an application. We conclude
that Bankrate.com’s credit card rates appear to be more accurate than its advertised
mortgage rates. We then proceed to evaluate Bankrate.com’s external links before we
complete our “Trustworthy” evaluation with steps #8 and #9.

Step (6): Outgoing Links: Look at the Links on the Home Page -- Are there links to
other sites (e.g., .edu, .gov & .org sites) that you trust? To do this in Firefox and other
browsers that support such, right click on the top of the Home Page & select “Page
Info”. Click on the links tab on the “Page Info” & look at the URLs for the links that
appear. Incoming Links: In the search box of your internet browser, type: ‘link:”
followed by the URL for the site’s Home Page (e.g., link: www.sec.gov) Note there must
be a space between “link:” and “www?”). How many sites link to this site? What type of
sites are they? Are they trustworthy? (External Links)

Under “Page Info”, the only outgoing links on Bankrate.com’s Home Page were to
advertisers’ sites. There were no links to independent sources of information (e.g., the
Federal Reserve Bank, Freddie Mac). To look further at the incoming sites linked to
Bankrate.com, we went to Google and typed link: www.bankrate.com, and the following
screen appeared:

Sign in
Web |mages Video Mews NMaps more»
GO t)gle |\ink.www.bankwate.com Search | "
Web Results 1 - 10 of about 4,120 linking to www.bankrate.com. (0.08 seconds)

Passbook and statement savings rates from Bankrate.com

A comparison of interest rates in passhook savings accounts and statement savings accounts
across the country

www_bankrate_com/brm/publ/passbk asp - Similar page

Bankrate .com calculator -- Should my spouse work. t00?

Find out if a second income would help or hurt your household with Bankrate com's financial
calculator

www.bankrate_.com/brm/calc/spouseVWork.asp - Similar pag

Fame & Fortune: TV chef Mario Batali (Page 1 of 4)

Educated in business and Spanish theater. he swapped portfolio theory for pizza, pasta and
programming
www.bankrate_.com/brm/news/investing/20061212_fame_fortune_mario_batali_a1.asp -

lar pages

Boomers push for Universal Design homes (Page 1 of 2)

When it comes to the home you'll be in for the rest of your life, make sure it will always fit your
needs

www.bankrate_.com/brm/news/real-estate/20051124a1.asp - May 6, 2007 - Similar page

Bankrate com's financial definitions
510000 money market account - 530000 FICO high loan-to-value home equity loan; $30000
home equity line of credit: $30000 home equity loan - 550000 high-LTV ...
www.bankrate_.com/brm/definitions.asp?Page=1%&
channelld=04&slid=0&termUid=2264&prodUid=50 -

imilar pages

Google reports that there were about 4,120 sites linking to Bankrate.com. Similar
to the first page above, most links in the first 5 pages of external links to Bankrate.com are
to Bankrate’s own sites, and all but 3 links (in the first five pages) are commercial sites.
Finally appearing on the fifth page is a link to the Los Angeles Federal Reserve Board
(.gov) site. Bankrate.com obviously has many sites linked to it. However, many links are
from within its own site, and almost all other links are commercial.

We give the site a “B” for External Links.
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Step (7): If the site asks you for any information or if it has lots of advertisements,
check the site’s privacy policy and check to see that the https:// appears on the page
where you provide information. (Trustworthy)

At a glance, there is no VeriSign Secure Site medallion, key or closed padlock on
the Home Page — not unusual given it has a At#tp: protocol. Clicking on Bankrate’s
“Privacy Policy” at the bottom of the Home Page yields a lengthy policy of how Bankrate
uses/sells your personal information. If you continue to scroll down 7-8 times, you’ll
reach their “Security” paragraph informing you that “in certain areas Bankrate uses
industry-standard SSL-encryption to protect data transmissions.” Before you actually
submit any data to Bankrate, however, you should make sure that the actual page you are
on is, indeed, using the SSL protocol (look for the Attps).

Step (8): Type the name of the organization in the Librarians' Internet Index
(http://www.lii.org/). How many listings are there? Are the listing under the headings
related to your topic? Read a few of the listings — do they seem to be related to your
topic? Wellesley has access to Choice Reviews (http://www.cro2.org/) another librarian
rating guide. Type the name of the organization into Choice Reviews to see if it was
reviewed there. (Trustworthy)

At the Librarians’ Internet Index site on May 7, 2007, three entries appeared for
Bankrate.com indicating that bankrate.com had passed the Librarians’ tests. However, this
is a much smaller number of entries than you would find for highly reliable sites. Such
sites generally have 10 or more entries.

There was no review for Bankrate when it was searched in Choice Reviews on
Sept. 4, 2008.

Step (9): Finally, if you plan to use the site a great deal, ask a librarian for her/his
opinion of the site. (Trustworthy)

To conclude our evaluation of Bankrate.com’s Trustworthiness, we sent an email
to our favorite librarian asking her about the site. She emailed back that the site had a lot
of useful information, but that we should use the information with care since the site is a
“pay to play” site (banks and other firms pay Bankrate to have their information listed),
and information was not always comprehensive or up-to-date. Based on what we have
learned in these steps, we conclude that Bankrate.com seems to be trustworthy in some
areas and not as credible in others. We give the site a C for Trustworthy overall.

Overall, we conclude that Bankrate.com can be a useful site for obtaining
preliminary information on credit card rates. However, the site is not always accurate, and
it appears at times to employ a “bait-and-switch” tactic — advertising rates (mortgage rates
in our example) that are not truly available but are designed to lure you in and get your
business. Our summary evaluation report of Bankrate.com’s site using the RITE® criteria
appears below.
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Relevance: A

Easily identifiable,
quick sources on credit
card and other financial

rates; last update May
7,2007

Identity: B

Self-described as
“web’s leading
aggregator of
financial rate info”,
but details of site,
employees &
company mission
hard to find

Evaluation of bankrate.com Web Site (May 7, 2007)

Trustworthy: C

Some data is more
accurate than others;
appears to be updated

regularly. Loaded

with advertising

(questionable

objectivity). “Bait &

switch” mortgage

rates; 3 entries in

lii.org; librarian
indicates that site can
be useful, but should

be used with caution!

External Links: B

About 4,120 sites

linked to bankrate,

many from within
bankrate and almost
all commercial. Few
independent, .edu or

.gov sites link to
bankrate.

We also used the RITE® criteria to evaluate the Federal Reserve site; our summary
appears below. We would recommend that you begin your research on credit card deals at
the Federal Reserve site, and then use the commercial sites (like Bankrate.com) only after
you have learned everything you can from this high quality source.

Relevance: A

Easily identifiable,
source of credit card
and other financial
rates; last modified
May 6, 2007

Identity: A

Easily identified as
the site for The
Federal Reserve, the
central bank of the
United States, with
address & contact
info.

Evaluation of federalreserve.gov Web Site (May 7, 2007)

Trustworthy: A

As the U.S. central
bank, economic and
interest rate data
probably highly
accurate! Credit card
survey updated only
every 6 months; no
advertisements; there
are 30 entries for
Federal Reserve in

lii.org

External Links: A

About 4,890 sites
linked to
federalreserve,
mostly .gov, .edu and
.org sites.
Commercial sites
generally news
agencies or financial
related.

22.




PART I: BUILDING YOUR FINANCIAL TOOL BOX
Chapter 1: Maximizing the Internet — Getting it RITE® Gulley/Febo/Witte Draft 9/4/2008

We strongly encourage you to use the RITE® System to evaluate web sites you are
thinking of using to help you make personal finance decisions, especially the commercial
sites. With a little practice, the RITE® evaluation becomes second nature, and you will
find yourself using the web far more effectively for your personal finances. Whenever we
introduce a major, new personal finance web site, we will provide a summary of the RITE
Evaluation for the site.

PART IV: Citing Web Sites and Using Web Directories

. _________________________________________________________________________________________________________________|]
Citing Web Sites

There are times when it is important to reference the source of information that
you derived from a web site — in personal matters, business and certainly in the context of
coursework such as in connection with this Personal Finance course. Just as printed
sources should be referenced, internet (“electronic”) sources also should be properly
referenced. In either instance, the MLA citation style is the most commonly used and
accepted citation style. The MLA style refers to the rules and convention established by
the Modern language Association for acknowledging sources used in a research paper.

KnightCite, found at http://www.calvin.edu/library/knightcite/ , is an easy-to-use
reference tool. KnightCite is a project of the Hekman Library at Calvin College and was
developed in 2004 by then-Calvin sophomore Justin Searls. To demonstrate how to cite
an article accessed online using KnightCite, we decided to reference the MSNBC.com
article on mortgage rates which we accessed in connection with our RITE® evaluation of
Bankrate.com above under Part II.

First, we entered KnightCite’s url http://www.calvin.edu/library/knightcite/ into
our browser and hit enter. In the right-hand column, we see the selection of criteria we
need to make in order to complete our citation. Under “Citation Styles”, we clicked on
“MLA”, then under “Source Type” we clicked on “Electronic”. Next, under “Resource”
we scrolled down past “Book”, ‘“Anthology”, “Periodical” “Multimedia” and
“Communication” and clicked on “Website”, which was our MSNBC source. We then
filled in the boxes with the information we know about the mortgage rate article from
MSNBC.com that we accessed on May 7, 2007. The completed screen looks as follows:
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. L] L]

CAT. VI =

CTollege 1 1

A Project of the Hekman Librar|

Citation Styles Login  Register Fr tly Asked Questions
Source Type Citing a Website Document in MLA Format (show info)
Print
Electronic Author Name: &

Resource First | : | Last: |

Book ) -

Basic Book Does the site have atitle? I Yes I

Encyciopedia Web Site Title: [MSNBC.com

Dictionary - i

PrefaceiForeword Article Title: Il\,’loltgage Rates Hold Steady

Reference Work Sponsoring Organization: |T0dav Show ex. FES
Work in a Seriez :

Republication May jl 3 j

Sacred Text Year Published: |2007

Anthology

Awuthor & Editer

R, — Retrieval Information:

Organization & Editor Was the resource found using a datahase?l Mo 'I
Periodical

Journal Date Accessed: I May jl 7 j Year: IEGD?
I i o = ;
N:\gf;p";zer Full URL: |http:,.',."-,vww.msnbc.msn.com_.'ld_.' 7148582/
Multimedia |sthe URL too long to cite?l Mo v|

Art .

carteen Submit | Reset |

We then hit “submit” and the proper citation in MLA style appears:

"Mortgage Rates Hold Steady." MENEC.com. 3 May 2007, Today Show. 7 May 2007 <http: www menbe.men.com/id 71435827,

How to Use Web Directories

While evaluating web sites with the RITE® criteria is ideal, the reality is there are
times when you’re in a hurry and just don’t have the time to fully screen sites. As
explained above under Part I: How to Find Web Sites Using Search Engines, one thing
you can do in this situation is to scan the search results for .edu, or .gov domains and use
such domains first. A second approach is to use a high-quality directory of web sites.
Such directories carefully screen sites before they add them to their directory. Directories
are not comprehensive and will probably not have the most recent sites (it takes time to
screen sites), but they can help you avoid wasting your time and money on purely
commercial or fraudulent sites.

For personal finance questions, we recommend the following directories: (1)
Librarians’ Index to the Internet (http:/lii.org/) and (2) Infomine
(http://infomine.ucr.edu/). Looking at the URLs for these directories, you will note that
the first directory has .org domain. Typing lii.org in the Whois box at
http://www.networksolutions.com/whois/, we learn that an organization called the
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Librarians’ Internet Index in San Mateo, CA owns the domain name. This sounds like a
good site and our evaluation of the site confirmed our preliminary impression. The
Librarians’ Internet Index is publicly funded (by the states of California and Washington),
and is dedicated to finding the “best of the web.” The second directory has an .edu
domain, and it is owned by an educational institution, in this case the Regents of the
University of California. Both directories are publicly-supported and non-commercial,
and thus more inclined to provide a more balanced and professional assessment of web
sites than do commercial directories or search engines.

Back to our search for the best credit card deal — for a quick search, you could go

to either of the above directories and type in credit card or credit card rates. We typed in
credit card rates at http://lii.org/ on May 7, 2007 and got the following page.

LIBRARIANS' INTERNET INDEX

Search|Entire Callection j for | in | All Fields j Search LIl.org |HeIE

by: Siderean’s Seamark Navigatc

7 SitES E.Ij Subzcribing to thi= search

Filters Remove All x| Group results by: j IMOStF{eIevant j Results 1-7 of ©
All Fields contains credit card x | CardRatings.com AR&E
rates Find repors on low rate, poor credit, reward, corporate, and student credit cards. Answer questions suc

as Which is better: a flight card or a low rate card using special credit calculators. Learn from links and
extensive information about consumer credit. Post a credit related guestion on the message board. Fror
Arts and Humanities U.8. Citizens for Fair Credit Card Terms, Inc. (CFCCT).

URL: hitp:is" cardratings. com/

History (1)
Literature & Books (1)
Bisifiees BanxQuote: The Financial Supermarket 2 &
7 ; Site provides mortgage, personal loan, credit card, and CD rates in all fifty states. In addition, you can
Consumer Research & Advocacy (2] receive daily market quotes and rates on banking, aut, home, and consumer finance.
Economics (4) /
Finance (8)
Government Online Calculators, Conversion Tools, Measurements & Weights ARG
Law 1) Resources to calculate a variety of weights and measures. Includes a cost of living calculator, a Roman
Wil i numeral equivalencies calculator, a time zone converter, mortgage and credit card rates calculations, a
] 1) T + g
AL an o currency converter, and a dictionary of most units of measurement found around the world. From the libra

Palitics 1) of Western Washington University.
i URL: http:4/lib188.lib.w

More subtopics wu eduirefirefmeazure htm

Home and Housing
Consumer Research & Advocacy  (2) Soldiers’ and Sailors' Civil ReliefAct & B &
“Ifyou're a reserve component service member called to active duty, you're protected by a law that can sav

Next we typed in credit card rates at http://infomine.ucr.edu/ and obtained the page below.
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= TNFOMINE

Scholarly Internet Resource Collections

Search Results All Subject Categories
Query: credit card rates Modify Search New Search
Expert-selected Resources Found: 22

I Include Computer-Selected Websites Titles Display

M Include UC Subscription eJournals and eBooks

Result Pages: 1

1. Bankrate.com : Mortgage Rates, CD Rates, Personal Finance Advice
h g Score: 132
Bankrate.com is a daily-updated guide to rates on credit cards, mortgages, home equity lines, auto loans, and CDs. This site also has financial planning
toaols and calculators, as well as news, money-saving advice, and question-and-answer columns.

[ More Info... | [ Comment on this resourse |

]

. Shop: The Card You Pick Can Save You Money
'l"' Score: 82.3
This is Federal Reserve System report on a survey of Terms of Credit Card Plans Offered by Financial Institutions. First, terms used in credit card
contracts are defined. Then, variables to consider when selecting a credit card issuer are explained. Finally, financial institutions issuing credit cards are

listed along with their phone numbers and information about their cards (the annual percentage rate of the card, the pricing of the card, grace period
annual fee, and special features of the card).

[ More Info... | [ Comment on this resource |

[

. Do-It-Yourself Congressional Investigation Kit
h g CO
The Center for Responsive Palitics presents the Do-Ir-Yourself Congressional Investigation Kit: 4 Consumer Guide ro Who's Giving the
Money, Who's Gerting It, and How It Affects Your Pockerbook. For majorissues currently before Congress, the kit describes the issue, graphs
political action committee contributions to congressmen, lists top recipients of contributions, and graphs Congressmen’s votes on bills related to the
issue by amount of contributions. As of October 2, 1998 issues included were: airline ticket prices, ATM fees, B-2 bomber, cable TV rates, credit card

debt, drug safety, drunk driving, environment, food safety, gambling, gun control, health care, phone rates, peanut subsidies, smoking, and sugar
aihicides

Note that the results obtained for the two sites are quite different. The first site
listed by each directory is a commercial site (.com domain). You expect these sites to try
to sell you something, but you can also expect these sites to provide you with information
that can help you make an informed decision since they have passed librarian evaluations.
You should know that these two Web Directories only list .com sites that provide free
information. Even so, you are probably best served to start your credit card research with
the first .edu, or .gov domain listed in the directory. The Federal Reserve is the second
site listed in INFOMINE and is a good place to begin your search for a good credit card
deal.

After you have explored the non-commercial sites listed in the directories, you
may want to examine some of the commercial sites. Look for .com sites that appear in
both sets of directory results. For example, bankrate.com appears in the results of both
directories. Based solely on the directory results, we would conclude that bankrate.com
was the best commercial site. However, we know from our own independent RITE®
evaluation of bankrate.com that it isn’t a paragon of virtue. This emphasizes the
importance of carefully evaluating all commercial sites, directory listed or not, before you
use them to answer important personal finance questions.
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PART V: Protecting Yourself & Your Computer

The internet represents a wealth of information that used wisely, can help you
make personal finance decisions ranging from selecting a credit card to making purchases
to investing your savings. The unfortunate reality is, however, that like most aspects of
life, there are “bad guys” out there who would rather try to steal from you than earn their
own living. There also are “hackers”, who for some reason get their jollies out of
spreading viruses and infecting computers. Just as you should never walk into a dark
alley alone in the city at night, you shouldn’t “blindly” use your computer. Remember
who you could be dealing with -- approach the internet with some common sense and take
proper precautions. While the following is not a fully comprehensive list of every
potential mechanism to protect yourself online, we believe it is a minimum set of armor
you should have to guard against con artists and hackers.

Protect Your Computer

Install antivirus/anti-spyware software (e.g. Norton, McAfee, Kaspersky, etc) on
your computer, and keep it updated! Your antivirus software is only as good as its last
update — remember, there’s no shortage of hackers and new viruses appear daily.

Regularly check and update your computer software (operating systems and Web
browsers). Older systems are harder to protect as attackers can take advantage of
vulnerabilities in the out-dated software packages. Contact the software vendor directly
to access any available updates.

Consider installing software for spam filtering and spam blocking. Some
antivirus/anti-spyware software packages include these features. Your ISP (Internet
Service Provider) also could offer this service as many now do.

Protect your home wireless network! If you have a wireless network at home, be
sure to follow the manufacturer’s guidelines to secure your network.

Guard Your Email

Be suspicious of emails that come from a source you don’t recognize; if in doubt —
delete it! Email is the most common vehicle for hackers to send viruses. (For a quick ID
check in Microsoft Outlook, for example, right click on an email before opening it, then
select “Options” and look at the “from” and “return path”. If the address doesn’t match
what you see in your inbox or you don’t know the address, delete the message!)

Be highly suspicious of any email or popup messages that say your account is in
jeopardy or asks for personal information. These are always scammers/phishers using
scare tactics to get you to react immediately and give them your personal information
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(login, password, account number, etc) so they can then go steal your money. An easy,
safe check of whether or not your account really has been jeopardized is to (1) call your
account’s institution using the phone number you know to be correct (i.e., from your
recent statement or their official web site that you have verified), and/or (2) logon to the
institution’s official web site that you have verified.

Don’t respond to “spammed” emails! Don’t click the link asking to be taken off
the sender’s list; a response only confirms the accuracy of your email address and will
result in even more spam messages filling up your inbox. Delete the email!

Be Cautious with Your Internet Use

v As reviewed in this chapter, at a minimum, verify the Identity of any web site you
are considering using, and ideally, evaluate the site using the RITE® criteria.

v Never submit your credit card details or other personal information over non-
secure web sites. Remember the “Trustworthy” checks under the RITE® criteria,
and make sure website has the proper SSL encryption (look for the Attps protocol).

v" Do not post your email address in chat rooms, IM (instant message) services or
internet bulletin boards and newsgroups.

v" Some Web sites require you to register before they will give you the information
you want. Make sure they have a privacy policy and you read it first before you
give them personal information. Make sure you understand how they will use the
information you give them. You may want to consider having a separate email
account just for this purpose.

Use Public Computers Wisely

v" Be cautious when using public computers (e.g., at libraries, Internet cafes and
schools), especially when traveling abroad. You do not know what is installed on
these computers. Moreover, public computers traditionally are on open networks
and can be susceptible to monitoring without your knowledge.

v" Do not check your personal accounts on public computers, or over a public
wireless Internet connection!

Be Smart with Online Purchases

Make sure you are on a secure site before you give personal information or credit
card numbers.

Some credit card companies allow you to create a virtual credit card number. This
is a temporary number with a short expiration date and allows you to make your purchase
without revealing your real credit card number. To take advantage of this, you must log in
to the credit card company’s Web site with a username and password. As always, make
sure you are on a secure site before you do this.
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Know and Guard Your Own Credit History

v While not obviously linked to computer and internet use, knowing your own credit
history, and guarding it, is one of your best defenses against fraud — internet-based
or otherwise. Regularly checking your credit history can alert you to any
inappropriate or fraudulent transactions.

v" You are entitled to one free credit report every twelve months from each of the
three nationwide consumer credit reporting companies: Equifax, Experian and
TransUnion. You can request this online at: https://www.annualcreditreport.com
or by phone at 877-322-8228. You can also request your free annual report by
mail by going to the annualcreditreport.com website and downloading the request
form and mailing it to their designated address in Atlanta, GA.

v You also can contact any of the three credit reporting companies directly: Equifax
(http://www.equifax.com or 800-685-1111), Experian (http://www.experian.com
or 888-397-3742), or TransUnion (http://www.transunion.com or 877-916-8800)
and request a copy of your credit report.
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END OF CHAPTER EXERCISES - TYING IT ALL TOGETHER

(1) What can you now immediately deduct from the following URLs?

http://www.marketwatch.com/pf/default.asp?siteid=mktw&dist=Ipftab

http://www.federalreserve.gov/consumers.htm

https://www.fidelity.com

http://www.opensecrets.org/pfds/

http://www.moneynet.co.uk/

http://www.consumerworld.org/

http://www.calvin.edu/library/knightcite/

(2) Using the RITE® Criteria, evaluate the web sites above using the format set forth in

the table below:

Evaluation of

Web Site (Date)

Relevance: Identity:

Trustworthy:

External Links:

(3) Using the KnightCite system on http://www.calvin.edu/library/knightcite/, create a
citation in the MLA style for each of the web sites listed above under #1.
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FOOTNOTES:

[1] There are many additional domains which you will see less often. If you encounter a
domain not listed below go to www.iana.org/domain-names.htm to see what type of
entities use the domain.

[2] See http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/Google.html for a
discussion of search engines.

[3] See  http://www.lib.berkeley.edu/TeachinglLib/Guides/Internet/Handouts.html  for
Power Point presentations that explain how to use Google and other search engines
effectively.

[4] Each search engine uses a secret and usually changing methodology to determine
which sites appear earliest in the search results. There is a whole industry dedicated to
getting listed earlier in search results. As a result of these countervailing forces, sites that
appear earliest in the search results are some combination of popularity, relevance and
advertising.

[5] The criteria of the major high-quality directories of web sites; criteria developed by the
library systems of  the University of  California at Berkeley
http://www.lib.berkeley.edu/Teachingl ib/Guides/Internet/Evaluate.html) and Cornell
University (http://www.library.cornell.edu/olinuris/ref/research/webcrit.html) and criteria
developed by Consumer Reports (http://www.consumerwebwatch.org/consumer-reports-
webwatch-guidelines.cfm).

[6] “Phishing” involves the use of fraudulent emails and copy-cat websites
(“Pharming”) to trick you into revealing valuable personal information — such as
account numbers for banking, securities, mortgage, or credit accounts, your social security
numbers, and the login IDs and passwords you use when accessing online financial
services providers. The fraudsters who collect this information then use it to steal your
money or your identity or both.

[7] See http://lii.org/search/file/pubcriteria for a list of the criteria used.
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