
 
1.0 

The W
follow
of resp
aspect
  
2.0 

The n
attemp
at risk
occur 
paper 
 
Welle
safegu
Welle
which
Howe
error. 
that on
 
3.0 

In acc
provid
indivi
other 
event 
result 
 

● 
● 

● 
● 
● 
● 
● 

 

Policy Sta

Wellesley C
wing a data b
ponse, comp
ts of the Col

Backgrou

number of d
pting to capt
k because o

anywhere t
records, etc

esley College
uarding the s
esley College
h are outlin
ever, no prot

Therefore, W
ne should oc

Purpose 

cordance wit
de notice ab
duals and ap
kinds of sen
that sensiti
of a breach,

Prevent fu
Investigate
suspected,
Determine
Notify the 
Respond to
Document
Conduct a 

Well

atement 

College Data
breach or oth
pliance with 
llege’s respo

und 

data breache
ture confiden

of the kinds 
that informa
.  

e is committ
sensitive and
e has taken m

ned in the 
tection is fo
Wellesley C
ccur. 

th federal an
out security
ppropriate st
nsitive institu
ve and/or p
, the College

urther exposu
e the incid
 

e any legal ob
department

o media inqu
t any respons
post-inciden

lesley Coll

a Incident 
her type of d
applicable l

onse. 

es worldwid
ntial and/or 
of sensitive

ation reside

ted to protec
d protected d
many steps t
College’s W
olproof, and

College must

nd state laws
y breaches of
tate agencies
utional infor

protected inf
e must take s

ure,  
ent and su

bligations, 
s and individ
uiries, 
sive actions 
nt review of 

lege Data 

Response P
data related 
laws and reg

de increases
protected in
e informatio
s, including

ting the priv
data that is o
to reduce the
Written Info
d many data
t be prepare

 and regulat
f protected i
s.  Wellesley
rmation that
formation at
steps to:  

upport law 

duals affecte

taken, and 
f these action

Incident R

 
 

Plan outline
incident in 

gulations and

s every yea
nformation.  
on they mai
g computer 

vacy of its co
owned and m
e risk of bre
ormation Se
a breaches oc
d to respond

tions, Welles
information 
y College is 
t is maintain
t Wellesley 

enforcemen

ed,  

ns.  

Response P

es the Coll
order to ens
d ensure con

ar, as a resu
Academic i

intain. Data 
systems, po

ommunity, w
maintained b
each of such 
ecurity Prog
ccur as a re
d to a breac

sley College
at the colle
also commi

ned at the C
College is 

nt if crimin

Plan 

lege’s actio
sure timeline
nsistency in a

ult of hacke
institutions a

breaches c
ortable medi

which includ
by the colleg
data, many 

gram (WISP
sult of hum

ch in the eve

e is required 
ege to affect
itted to prote
ollege.  In t
exposed as

nal activity 

ons 
ess 
all 

ers 
are 
an 
ia, 

des 
ge.  
of 

P).  
man 
ent 

to 
ted 
ect 
the 
s a 

is 



Accomplishing the above tasks will necessarily involve individuals from diverse areas of 
the College and will require that a plan be in place to address a breach before it occurs.  
The purpose of this plan is to outline the College’s response to a data breach, including 
procedures for reporting a breach and individual team members’ responsibilities following 
a breach. 
 
4.0 Scope 

The Incident Response Plan addresses four types of information compromises:   
1 Computing Devices Compromised by Malware 
2 Computing Devices Compromised by Unauthorized Access (includes any devices 

accessed without permission, either by stolen or compromised credentials, or other 
attempts to access a device without authorization) 

3 Lost or Stolen Computing Devices 
4 Lost or Stolen Paper Records containing Confidential Data, as defined below 

 
The scope includes all computing devices (both College-owned and personal), including 
computers, servers, portable media, external hard drives or other mobile devices, and all 
paper records, which contain Confidential data.  All Wellesley College employees that 
maintain or access Confidential data, both paper and electronic, at the college must 
comply with this plan. 

 
4.1 Definitions 

Breach of security: The unauthorized acquisition or use of sensitive or protected data that 
creates a substantial risk of identity theft, fraud or harm to the reputation or business 
interests of an individual or institution. 
 
Compromised computer:  Some ways a compromised computer can be identified 
include: the computer user suspects that his/her system is exhibiting suspicious behavior or 
has suspicious files stored on the device; network or system logs indicate unusual network 
behavior coming from or going to the device; or individuals at Wellesley College or 
outside of the College report cyber-attacks or unusual network behavior emanating from 
the device. 
 
Confidential data: Refers to any information, both paper and electronic, that is protected 
by Federal, state, or local laws and regulations, or other sensitive personal and institutional 
data where the loss of such data could harm an individual’s right to privacy or negatively 
impact the finances, operations or reputation of Wellesley College.  Protected data includes 
Personal Information (defined below), student education records, and Protected Health 
Information (PHI).  For a more complete description of these terms and the types of data 
identified as Confidential, see the College’s Written Information Security Program (WISP) 
and the related policies cross-referenced at the end of this document. 
 
Personal Information: Personal Information (PI), as defined by Massachusetts law 
(201CMR17.00), is the first name and last name, or first initial and last name of a person in 
combination with any one or more of the following: 1) Social Security number; 2)Driver’s 



license number or state-issued identification card number; or 3) Financial account number 
(e.g. bank account) or credit or debit card number that would permit access to a person’s 
financial account, with or without any required security code, access code, personal 
identification number, or password. As defined by the WISP, PI also includes passport 
number, alien registration number or other government-issued identification number. 
 
Wellesley College employees: Includes all Wellesley College employees, whether full- or 
part-time, including faculty, administrative staff, union staff, contract and temporary 
workers, hired consultants, interns, and student employees. 
 
5.0 Responsibilities 
 
The College’s Information Security Officer (ISO) is charged with the identification of all 
data security incidents involving electronic data or paper records where the loss, theft, 
unauthorized access, or other exposure of Confidential data is suspected.  When the ISO 
confirms an incident involving Confidential electronic data, the ISO will alert the Chief 
Information Officer (CIO).  The CIO will contact the Chair of the Incident Team - the 
Assistant Vice President for Finance - who will convene the Data Incident Team.  In the 
event the Assistant Vice President for Finance is unavailable, the Risk and Compliance 
Manager will assume the role of Chair in his or her absence. The Chair of the Team is 
responsible for coordinating the Data Incident Team and determining appropriate actions 
in their response to the breach. 
 
The Data Incident Team includes representatives from a number of college departments 
including the Assistant VP for Finance (or his or her designee), Assistant VP for 
Communication & Public Affairs, Director of Internal Communications, Risk and 
Compliance Manager, Chief of Campus Police, the CIO (or his or her designee) and the 
ISO.  The Chair, in consultation with the Data Incident Team, will determine which 
additional members of the campus community will respond to the breach depending on the 
nature of the incident and the type(s) of information involved.   
 
The Chair will oversee the investigation of the incident and involve legal counsel, local, 
state, and federal law enforcement as necessary. The severity of the breach will determine 
the nature of the investigation, including what authorities are involved and how evidence is 
collected.  
 
The ISO will document all breaches and subsequent responsive actions taken.  All related 
documentation will be stored in the Finance Office. 
 
All Wellesley College employees are responsible for identifying and reporting potential 
security breaches.  For help with security issues, including descriptions of the various types 
of security breaches and how to report them, see the LTS security website.  
 
 
 
 



6.0 Response Plan 
 
For suspected data breaches, the ISO will: 

1 Conduct a preliminary investigation: Gather details about the incident, including 
when the breach was first discovered and how the employee responded.  In cases 
involving electronic data, the ISO will also inquire about symptoms of the 
compromised computing device. 

2 Determine if Confidential data was involved: Inquire about the nature of records 
or data involved in the breach and what kinds of information it contained.  For 
electronic data breaches, the ISO will use a variety of technologies to determine if 
Confidential data was present on the compromised device. If the computing device 
was stolen, the ISO will do the analysis on backups. If backups are not available, 
the severity of the incident will be classified based on the individual’s access to 
various sensitive data. 

 
If an incident involving Confidential data is confirmed, the ISO will contact the Chair of 
the Incident Team.  The Chair will:  

1 Notify Senior Staff: Provide details about the incident and provide status updates. 
2 Convene the Incident Team: If PI, PHI or student education records were 

determined to be involved in the data breach, or if the presence of sensitive data 
could not be ruled out, the Chair will convene the Incident Team. 

3 Consult Legal Counsel: The Chair and Incident Response Team will consult the 
College’s legal counsel to review the incident to determine the College’s legal 
obligations for reporting under applicable federal and state laws. 

4 Notify affected individuals: Under Massachusetts General Law Chapter 93H, and 
The Health Information Technology for Economic and Clinical Health (HITECH) 
Act, the College is required to notify any individuals whose personal information or 
protected health information (respectively) may have been compromised as a result 
of this incident (regardless of confirmation of identity theft).  Depending on the 
circumstances of the breach, the College may be obligated to notify other 
individuals and agencies as prescribed as law.  The nature of the breach will also 
determine the method(s) of notification. 

 
7.0 Enforcement 
 
Any employee who neglects to report a known security breach, or who fails to comply 
with this plan in any other respect, will be subject to disciplinary action. 

8.0 Policies Cross-Referenced 
 
FERPA Policy 
HIPAA Privacy Notice 
Written Information Security Program 
 
9.0 Effective Date 
 
This plan is effective May 3, 2013. 


